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Foreword 

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are 
members of ISO or IEC participate in the development of International Standards through technical 
committees established by the respective organization to deal with particular fields of technical activity. 
ISO and IEC technical committees collaborate in fields of mutual interest. Other international 
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the 
work. 

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the 
different types of ISO/IEC documents should be noted. This document was drafted in accordance with 
the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or 
www.iec.ch/members_experts/refdocs). 

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating 
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its 
standards through a consensus development process, approved by the American National Standards 
Institute, which brings together volunteers representing varied viewpoints and interests to achieve the 
final product. Volunteers are not necessarily members of the Institute and serve without compensation. 
While the IEEE administers the process and establishes rules to promote fairness in the consensus 
development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of the 
information contained in its standards. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. Details 
of any patent rights identified during the development of the document will be in the Introduction and/or 
on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC list of patent 
declarations received (see patents.iec.ch). 

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement. 

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and 
expressions related to conformity assessment, as well as information about ISO's adherence to the World 
Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), 
see  www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards. 

ISO/IEC/IEEE 8802-22 was prepared by the LAN/MAN of the IEEE Computer Society (as IEEE Std 
802.22-2019) and drafted in accordance with its editorial rules. It was adopted, under the “fast-track 
procedure” defined in the Partner Standards Development Organization cooperation agreement between 
ISO and IEEE, by Joint Technical Committee ISO/IEC JTC 1, Information technology, Subcommittee SC 6, 
Telecommunications and information exchange between systems. 

This second edition cancels and replaces the first edition (ISO/IEC/IEEE 8802-22:2015), which has been 
technically revised. 

A list of all parts in the ISO/IEC/IEEE 8802 series can be found on the ISO and IEC websites. 

Any feedback or questions on this document should be directed to the user’s national standards body. A 
complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-
committees. 
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Abstract: This standard specifies the air interface, including the cognitive medium access control
layer (MAC) and physical layer (PHY), of point–to–multipoint wireless regional area networks
(WRANs) comprised of a professional fixed base station (BS) with fixed and portable user terminals
operating in the VHF/UHF TV broadcast bands between 54 MHz to 862 MHz, and potentially in the
1300 MHz to 1750 MHz, and 2700 MHz to 3700 MHz bands provided the regulatory regime allows
it.
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Important Notices and Disclaimers Concerning IEEE Standards Documents
IEEE documents are made available for use subject to important notices and legal disclaimers. These notices
and disclaimers, or a reference to this page, appear in all standards and may be found under the heading
“Important Notices and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on
request from IEEE or viewed at http://standards.ieee.org/ipr/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards 
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards
Association (“IEEE SA”) Standards Board. IEEE (“the Institute”) develops its standards through a
consensus development process, approved by the American National Standards Institute (“ANSI”), which
brings together volunteers representing varied viewpoints and interests to achieve the final product. IEEE
Standards are documents developed through scientific, academic, and industry-based technical working
groups. Volunteers in IEEE working groups are not necessarily members of the Institute and participate
without compensation from IEEE. While IEEE administers the process and establishes rules to promote
fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the
accuracy of any of the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure
against interference with or from other devices or networks. Implementers and users of IEEE Standards
documents are responsible for determining and complying with all appropriate safety, security,
environmental, health, and interference protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and
expressly disclaims all warranties (express, implied and statutory) not included in this or any other
document relating to the standard, including, but not limited to, the warranties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness
of material. In addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort.
IEEE standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a competent professional in determining the appropriateness of a given IEEE
standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
Copyright © 2020 IEEE. All rights reserved.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE should be considered the
approved IEEE standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the
formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE. However, IEEE does not provide consulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments. Since IEEE standards represent a
consensus of concerned interests, it is important that any responses to comments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and
Standards Coordinating Committees are not able to provide an instant response to comments or questions
except in those cases where the matter has previously been addressed. For the same reason, IEEE does not
respond to interpretation requests. Any person who would like to participate in revisions to an IEEE
standard is welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.
Copyright © 2020 IEEE. All rights reserved.
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Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual, non-
commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center,
Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to
photocopy portions of any individual standard for educational classroom use can also be obtained through
the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit IEEE Xplore at http://ieeexplore.ieee.org/ or
contact IEEE at the address listed previously. For more information about the IEEE SA or IEEE’s standards
development process, visit the IEEE SA Website at http://standards.ieee.org.

Errata

Errata, if any, for IEEE standards can be accessed via https://standards.ieee.org/standard/index.html. Search
for standard number and year of approval to access the web page of the published standard. Errata links are
located under the Additional Resources Details section. Errata are also available in IEEE Xplore: https://
ieeexplore.ieee.org/browse/standards/collection/ieee/. Users are encouraged to periodically check for errata.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE
SA Website at https://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation or
under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.
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Introduction

This standard specifies the air interface, including the cognitive radio MAC and PHY, of point-to-multipoint
and backhaul WRANs comprised of a professional fixed BS with fixed and portable user terminals. The
standard specifies operation in the bands that allow spectrum sharing where the communications devices
may opportunistically operate in the spectrum of the primary service, such as the VHF/UHF TV broadcast
bands between 54 MHz to 862 MHz, and the 1300 MHz to 1750 MHz and 2700 MHz to 3700 MHz bands
provided the regulatory regime allows it.

This introduction is not part of IEEE Std 802.22–2019, IEEE Standard for Information Technology—
Telecommunications and information exchange between systems—Wireless Regional Area Networks (WRAN)
Specific requirements—Part 22: Cognitive Wireless RAN Medium Access Control (MAC) and Physical Layer
(PHY) Specifications: Policies and Procedures for Operation in the Bands that Allow Spectrum Sharing where the
Communications Devices May Opportunistically Operate in the Spectrum of Primary Service.
Copyright © 2020 IEEE. All rights reserved.



ISO/IEC/IEEE 8802-22:2022(E)
11

Contents

1. Overview............................................................................................................................................ 15

1.1 Scope...................................................................................................................................... 15
1.2 Purpose................................................................................................................................... 15
1.3 Introduction............................................................................................................................ 16
1.4 Word usage ............................................................................................................................ 19

2. Normative references ......................................................................................................................... 20

3. Definitions ......................................................................................................................................... 22

4. Abbreviations and acronyms ............................................................................................................. 30

5. System architecture............................................................................................................................ 36

5.1 Reference architecture ........................................................................................................... 36
5.2 Management reference architecture....................................................................................... 40

6. Packet Convergence sublayer ............................................................................................................ 44

6.1 MAC SDU format.................................................................................................................. 44
6.2 Classification ......................................................................................................................... 44
6.3 IEEE 802.3/Ethernet-specific part ......................................................................................... 46
6.4 IP specific part ....................................................................................................................... 47

7. MAC Common Part sublayer ............................................................................................................ 48

7.1 General................................................................................................................................... 48
7.2 Addressing and connections .................................................................................................. 49
7.3 General superframe structure................................................................................................. 50
7.4 General frame structure (on PHY-OM1) ............................................................................... 52
7.5 General frame structure (on PHY-OM2) ............................................................................... 55
7.6 General frame structure for a relay network .......................................................................... 59
7.7 Control headers ...................................................................................................................... 66
7.8 MAC PDU formats ................................................................................................................ 76
7.9 Management messages .......................................................................................................... 92
7.10 Management of MAC PDUs................................................................................................ 220
7.11 ARQ mechanism.................................................................................................................. 240
7.12 Scheduling services.............................................................................................................. 253
7.13 Bandwidth management ...................................................................................................... 256
7.14 PHY support ........................................................................................................................ 262
7.15 Contention resolution........................................................................................................... 264
7.16 Initialization and network association ................................................................................. 266
7.17 Ranging ................................................................................................................................ 312
7.18 Channel descriptor management.......................................................................................... 326
7.19 Multicast support ................................................................................................................. 328
7.20 Quality of service................................................................................................................. 331
7.21 Incumbent protection ........................................................................................................... 372
7.22 Self-coexistence ................................................................................................................... 382
7.23 Quiet periods and sensing .................................................................................................... 400
7.24 Channel management........................................................................................................... 412
Copyright © 2020 IEEE. All rights reserved.



7.25 Synchronization of the IEEE 802.22 WRAN BSs and IEEE 802.22 A-BSs....................... 417

ISO/IEC/IEEE 8802-22:2022(E)
12

7.26 Multi-channel operation on PHY-OM2............................................................................... 417
7.27 Group Resource Allocation on PHY-OM2.......................................................................... 437

8. Security mechanism in IEEE 802.22 ............................................................................................... 441

8.1 Security Architecture for the Data/Control and Management Planes.................................. 442
8.2 SCM protocol....................................................................................................................... 444
8.3 Key usage............................................................................................................................. 471
8.4 Cryptographic methods........................................................................................................ 475
8.5 Certificate profile ................................................................................................................. 482
8.6 Security sublayer 2—Security mechanisms for the cognitive functions ............................. 490
8.7 CPE privacy ......................................................................................................................... 503

9. Operation Mode 1 (PHY-OM1)....................................................................................................... 504

9.1 Symbol description .............................................................................................................. 505
9.2 Data rates ............................................................................................................................. 508
9.3 Functional block diagram applicable to the PHY layer ....................................................... 509
9.4 Superframe and frame structures ......................................................................................... 510
9.5 CBP packet format............................................................................................................... 518
9.6 OFDM subcarrier allocation ................................................................................................ 520
9.7 Channel coding .................................................................................................................... 528
9.8 Constellation mapping and modulation ............................................................................... 550
9.9 Control mechanisms ............................................................................................................ 554
9.10 Network synchronization ..................................................................................................... 561
9.11 Frequency Control requirements ......................................................................................... 562
9.12 Antenna ................................................................................................................................ 562
9.13 RF mask ............................................................................................................................... 567
9.14 Receiver requirements ......................................................................................................... 568
9.15 Multiple-input, multiple-output (MIMO) ............................................................................ 569
9.16 Using PHY-OM1 in non-TV whitespace frequency bands ................................................. 577

10. PHY Operation Mode 2 (PHY-OM2).............................................................................................. 578

10.1 Symbol description .............................................................................................................. 578
10.2 Data rates ............................................................................................................................. 585
10.3 Functional block diagram applicable to the PHY................................................................ 598
10.4 Frame structure .................................................................................................................... 599
10.5 CBP packet format............................................................................................................... 603
10.6 OFDM subcarrier allocation ................................................................................................ 603
10.7 Channel coding .................................................................................................................... 612
10.8 Constellation mapping and modulation ............................................................................... 619
10.9 Control mechanisms ............................................................................................................ 623
10.10 Network synchronization ..................................................................................................... 628
10.11 Frequency control requirements .......................................................................................... 628
10.12 Antenna ................................................................................................................................ 628
10.13 RF mask ............................................................................................................................... 628
10.14 Receiver requirements ......................................................................................................... 629
10.15 MIMO pilot allocation ......................................................................................................... 629
10.16 Using PHY-OM2 in non-TV Whitespace Frequency Bands............................................... 631
Copyright © 2020 IEEE. All rights reserved.



11. Cognitive radio capability................................................................................................................ 632

ISO/IEC/IEEE 8802-22:2022(E)
13

11.1 General................................................................................................................................. 632
11.2 Spectrum Manager operation............................................................................................... 633
11.3 Spectrum Sensing Automaton ............................................................................................. 659
11.4 Spectrum sensing ................................................................................................................. 672
11.5 Geolocation.......................................................................................................................... 685
11.6 Database service .................................................................................................................. 690
11.7 Operation in non-TV white-space bands ............................................................................. 691

12. Configuration ................................................................................................................................... 692

13. Parameters and connection management ......................................................................................... 693

13.1 Parameters, timers, message IEs.......................................................................................... 693
13.2 Well-known CIDs ................................................................................................................ 705
13.3 ARQ parameters .................................................................................................................. 709

14. MIB structure ................................................................................................................................... 710

14.1 MIB description ................................................................................................................... 710
14.2 MIB module definitions (ASN.1) ........................................................................................ 832

15. Management plane interfaces and procedures ............................................................................... 1230

15.1 Primitive format ................................................................................................................. 1230
15.2 Primitive definitions .......................................................................................................... 1231

Annex A (normative) IEEE 802.22 regulatory domains and regulatory classes requirements ................. 1336

A.1 Regulatory domains, regulatory classes, and professional installation ............................. 1336
A.2 Radio performance requirements....................................................................................... 1338
A.3 Channel availability and sensing requirements ................................................................. 1343
A.4 Device identification requirements .................................................................................... 1350
A.5 Channelization based on the regulatory domain................................................................ 1351
A.6 Example of the regulatory framework in the UK .............................................................. 1355

Annex B (informative) Multicarrier fine ranging method ......................................................................... 1359

B.1 General description ............................................................................................................ 1359
B.2 Practical embodiment of the proposed multicarrier fine ranging method ......................... 1365
B.3 References.......................................................................................................................... 1367

Annex C (informative) Sensing ................................................................................................................. 1368

C.1 Blind sensing techniques ................................................................................................... 1368
C.2 Signal specific sensing techniques..................................................................................... 1377
C.3 References.......................................................................................................................... 1421

Annex D (informative) Summary of the characteristics of the IEEE 802.22.1 beacon signal 
and protocols....................................................................................................................................... 1423

D.1 General............................................................................................................................... 1423
D.2 Superframe structure.......................................................................................................... 1423
Copyright © 2020 IEEE. All rights reserved.



D.3 Beacon frame structure ...................................................................................................... 1424

ISO/IEC/IEEE 8802-22:2022(E)
14

D.4 Synchronization burst ........................................................................................................ 1425
D.5 Inter-device communication period (ICP) ......................................................................... 1426
D.6 PHY specifications ............................................................................................................ 1426
D.7 Reference architecture for the WRAN receiver................................................................. 1427
D.8 Sensing and detection at the WRAN receiver ................................................................... 1429
D.9 Options for detecting the IEEE 802.22.1 beacon signal .................................................... 1438
D.10 Operation scenarios for the coexistence of IEEE 802.22.1 and IEEE 802.22 ................... 1440
D.11 References.......................................................................................................................... 1441

Annex E (informative) Distributed spectrum sensing and authentication to provide protection 
against thermal noise ......................................................................................................................... 1442

Annex F (informative) Network security aspects ...................................................................................... 1447

F.1 Availability ........................................................................................................................ 1447
F.2 Authentication.................................................................................................................... 1447
F.3 Authorization ..................................................................................................................... 1447
F.4 Identification ...................................................................................................................... 1448
F.5 Integrity.............................................................................................................................. 1448
F.6 Confidentiality/Privacy...................................................................................................... 1448

Annex G (informative) Multiple-input, multiple-output (MIMO)—Receiver side implementation......... 1450

G.1 Overview............................................................................................................................ 1450

Annex H (informative) Bibliography ........................................................................................................ 1460
Copyright © 2020 IEEE. All rights reserved.



IEEE Std 802.22-2019
IEEE Standard for Wireless Regional Area Networks Part 22: Cognitive Wireless RAN Medium Access Control (MAC) and 

Physical Layer (PHY) Specifications: Policies and Procedures for Operation in the Bands that Allow Spectrum Sharing 
where the Communications Devices may Opportunistically Operate in the Spectrum of Primary Service

ISO/IEC/IEEE 8802-22:2022(E)
15

IEEE Standard for Information Technology—
Telecommunications and information exchange between systems 
Wireless Regional Area Networks (WRAN)—
Specific requirements

Part 22: Cognitive Wireless RAN Medium Access 
Control (MAC) and Physical Layer (PHY) 
Specifications: Policies and Procedures for 
Operation in the Bands that Allow Spectrum 
Sharing where the Communications Devices 
May Opportunistically Operate in the Spectrum 
of Primary Service

1. Overview

1.1 Scope

This standard specifies the air interface, including the cognitive radio medium access control layer (MAC)
and physical layer (PHY), of point-to-multipoint and backhaul wireless regional area networks (WRANs)
comprised of a professional fixed base station (BS) with fixed and portable user terminals. The standard
specifies operation in the bands that allow spectrum sharing where the communications devices may
opportunistically operate in the spectrum of the primary service, such as the VHF/UHF TV broadcast bands
between 54 MHz to 862 MHz, and the 1300 MHz to 1750 MHz and 2700 MHz to 3700 MHz bands
provided the regulatory regime allows it.

1.2 Purpose

This standard is intended to enable deployment of interoperable IEEE 802® multivendor WRAN products,
to facilitate competition in broadband access by providing alternatives to wireline broadband access and
extending the deployability of such systems into diverse geographic areas, including sparsely populated
rural areas, while preventing harmful interference to incumbent licensed services. The standard specifies
operation in the bands that allow spectrum sharing where the communications devices may opportunistically
operate in the spectrum of the primary service, such as the VHF/UHF TV broadcast bands between 54 MHz
to 862 MHz, and the 1300 MHz to 1750 MHz and 2700 MHz to 3700 MHz bands provided the regulatory
regime allows it.
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1.3 Introduction

The WRANs for which this standard has been developed are expected to operate primarily in low population
density areas in order to provide broadband access to data networks. The WRAN systems will use vacant
channels in the VHF and UHF bands allocated to the Television Broadcasting Service in the frequency range
between 54 MHz and 862 MHz while avoiding interference to the broadcast incumbents in these bands. A
typical application can be the coverage of the rural area around a village, as illustrated in Figure 1(a), within
a radius of 10 km to 30 km from the BS depending on its EIRP and antenna height. The MAC can also
accommodate user terminals located as far as 100 km with proper scheduling of the traffic in the frame when
exceptional radio frequency (RF) signal propagation conditions are present. With the PHY implemented in
this standard, WRAN systems can cover up to a radius of 30 km without special scheduling.

A BS complying with this standard shall be able to provide high-speed Internet service for up to 512 fixed or
portable customer premise equipment (CPE) devices or groups of devices within its coverage area assuming
different quality of service (QoS) requirements for various CPEs, while meeting the regulatory requirements
for protection of the incumbents.

This standard includes cognitive radio techniques to mitigate interference to incumbents, including
geolocation capability, provision to access a database of incumbent services, and spectrum-sensing
technology to detect the presence of incumbent services, other WRAN systems, and IEEE 802.22.1 wireless
beacons. 

The Advanced Wireless Regional Area Networks (A-WRANs) for which this standard has also been
developed are expected to support enhanced broadband services and monitoring applications such as real-
time and/or near real-time monitoring, emergency broadband services, remote medical services, etc. The
A-WRAN provides all essential functionalities of PHY, MAC, security, and cognitive radio technologies
defined in the original IEEE 802.22 WRAN and supports an additional PHY Operational mode (PHY-OM2)
and additional functionalities of multi-hop relay operations, multiple channel operations, multiple-input-
multiple-output (MIMO) operations, and advanced security to extend regional area broadband services to
the regional monitoring applications and the enhanced broadband services. The A-WRAN provides
connectivity through two new types of services, multi-hop relay and multi-channel operation. Figure 1(b)
and Figure 1(c) are examples of the A-WRAN providing enhancement to connectivity using multi-hope
relay. Figure 1(d) and Figure 1(e) are examples of the A-WRAN increasing capacity in the network using
multi-channel operation at the A-BS, or at the A-BS and A-CPEs. The A-WRAN can only operate in the
multirelay or multi-channel services at any given time.

 

Figure 1(a)—IEEE 802.22 WRAN cell with a base station and user terminals
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Figure 1(b)—Example of an IEEE 802.22 A-WRAN cell with centralized scheduling 
multi-hop relay
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Figure 1(c)—Example of IEEE 802.22 A-WRAN cell with distributed scheduling 
multi-hop relay
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An advanced base station (A-BS) complying with this standard shall be able to provide broadband services
for the CPEs such as the advanced CPE (A-CPE) through direct connectivity to the A-BS, and/or through a
relay CPE (R-CPE) that is an A-CPE configured to act as a relay CPE. An A-BS complying with this
standard shall be able to provide broadband services to A-CPEs operating on multiple channels when
multi-channel operation is enabled.

Figure 1(d)—Example of IEEE 802.22 A-WRAN cell with multi-channel operation 
at the A-BS

 
Figure 1(e)—Example of IEEE 802.22 A-WRAN cell with multi-channel operation 

at the A-BS and the A-CPE
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1.4 Word usage

The word shall indicates mandatory requirements strictly to be followed in order to conform to the standard
and from which no deviation is permitted (shall equals is required to).1, 2

The word should indicates that among several possibilities one is recommended as particularly suitable,
without mentioning or excluding others; or that a certain course of action is preferred but not necessarily
required (should equals is recommended that).

The word may is used to indicate a course of action permissible within the limits of the standard (may equals
is permitted to).

The word can is used for statements of possibility and capability, whether material, physical, or causal (can
equals is able to).

1 The use of the word must is deprecated and cannot be used when stating mandatory requirements, must is used only to describe
unavoidable situations.
2 The use of will is deprecated and cannot be used when stating mandatory requirements, will is only used in statements of fact.
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2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

ANSI X9.62-2005, Public Key Cryptography for the Financial Services Industry: The Elliptic Curve Digital
Signature Algorithm (ECDSA).3

ANSI X9.63-2001, Public Key Cryptography for the Financial Services Industry: Key Agreement and Key
Transport Using Elliptic Curve Cryptography.

Federal Communications Commission 08-260, Second Report and Order and Memorandum Opinion and
Order in the Matter of Unlicensed Operation in the TV Broadcast Bands, November 14, 2008.4

Federal Communications Commission 10-174, Second Memorandum Opinion and Order in the Matter of
Unlicensed Operation in the TV Broadcast Bands, September 23, 2010.

FIPS 180-3, Secure Hash Standard (SHS), October 2008.5

FIPS 186-3, Digital Signature Standard (DSS), June 2009.

FIPS 197, Advanced Encryption Standard, November 2001.

IEEE Std 802®, IEEE Standard for Local and metropolitan area networks: Overview and Architecture.6, 7

IEEE Std 802.1Qcp™-2018, IEEE Standard for Local and metropolitan area networks—Bridges and
Bridged Networks—Amendment 30: YANG Data Model.

IEEE Std 802.3™, IEEE Standard for Ethernet.

IEEE Std 802.16™, IEEE Standard for Local and metropolitan area networks—Part 16: Air Interface for
Broadband Wireless Access Systems.

IEEE Std 802.22.1™-2010, IEEE Standard for Information Technology—Telecommunications and
information exchange between systems—Local and metropolitan area networks—Specific requirements:
Part 22.1: Standard to Enhance Harmful Interference Protection for Low-Power Licensed Devices Operating
in TV Broadcast Bands.

IETF RFC 2437, PKCS #1: RSA Cryptography Specifications Version 2.0, October 1998.8

IETF RFC 2578, Structure of Management Information Version 2 (SMIv2), April 1999.

3ANSI publications are available from the American National Standards Institute (http://www.ansi.org/). 
4FCC publications are available at https://www.fcc.gov/edocs.
5FIPS publications are available from the National Technical Information Service, U. S. Department of Commerce (http://
www.ntis.org/).
6The IEEE standards or products referred to in Clause 2 are trademarks owned by The Institute of Electrical and Electronics Engineers,
Incorporated.
7IEEE publications are available from the Institute of Electrical and Electronics Engineers (http://standards.ieee.org).
8IETF documents (i.e., RFCs) are available for download at http://www.rfc-archive.org/.
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February 2000.

IETF RFC 3279, Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile, April 2002.

IETF RFC 4492, Elliptic Curve Crytopgraphy (ECC) for Transport Layer Security (TLS), May 2006.

IETF RFC 5216, The EAP-TLS Authentication Protocol, March 2008.

IETF RFC 5246, The Transport Layer Security (TLS) Protocol Version 1.2, August 2008.

IETF RFC 5280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)
Profile, May 2008.

IETF RFC 5281, Extensible Authentication Protocol Tunneled Transport Layer Security Authenticated
Protocol Version 0 (EAP-TTLSv0), August 2008.

IETF RFC 5649, Advanced Encryption Standard (AES) Key Wrap with Padding Algorithm, August 2009.

IETF RFC 6020, YANG—A Data Modeling Language for the Network Configuration Protocol
(NETCONF), October 2010.

International Telecommunications Union, Radio Regulations, Geneva, Switzerland, Edition of 2008.9

NIST Special Publication 800-38D, Recommendation for Block Cipher Modes of Operation: Galois/
Counter Mode (GCM) and GMAC, November 2007.10

NMEA 0183, Interface Standard of the National Marine Electronics Association, Version 4.00.11 

Standards for Efficient Cryptography Group (SECG), SEC 4: Elliptic Curve Qu-Vanstone Implicit
Certificate Scheme (ECQV), Version 1.0, January 24, 2013.12 

Trusted Computing Group, TPM Main Part 1 Design Principles Specification Version 1.2 Level 2 (Revision
103) 9 July 2007.13 

Trusted Computing Group, TPM Main Part 2 TPM Structures Specification Version 1.2 Level 2 (Revision
116) 1 March 2011. 

Trusted Computing Group, TPM Main Part 3 Commands Specification Version 1.2 Level 2 (Revision 116)
1 March 2011. 2H

9ITU-T publications are available from the International Telecommunications Union (http://www.itu.int/).
10NIST publications are available from the National Institute of Standards and Technology (http://www.csrc.nist.gov/).
11NMEA publications are available from the National Marine Electronics Association at https://www.nmea.org/.
12Available at https://www.secg.org/.
13Trusted Computing Group publications available at https://trustedcomputinggroup.org/resource/tpm-main-specification/.
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